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Abstract — The rapid growth of digital multimedia technolo-
gies brings tr emendousattention to the field of digital water-
marking. One application for digital watermarking is finger-
printing . The owner or the distrib utor of the multimedia data
caninsert unique watermarks into copiesfor differ ent customers
or receivers, which will be helpful to identify the sourceof illegal
copies. Fingerprinting can be used in an intelligence agencyto
trace the sourceof the leak. In this paper, wefirst identify the re-
quir ementsfor fingerprinting algorithms of intelligence images.
Then, we presentan algorithm that meetsthe requirements.
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I . INTRODUCTION

Becauseof theadvancesin technology, moreandmoremultime-
diadataarenow storedandtransmittedin digital forms.This inspires
a lot of researchefforts in digital watermarking.Onepossibleappli-
cationof digital watermarkingis fingerprinting[1, 2]. To fingerprint
thedata,uniqueinformationis insertedinto eachcopy. This will en-
abletheowneror thedistributor to traceanunauthorizedcopy back
to the source. Imagefingerprintingcanbe usedto tracethe source
of the leakof intelligenceimages.In this paper, we first discussthe
requirementsof algorithmsdesignedfor suchapplicationand then
proposea wavelet-basedalgorithmto meettherequirements.

The restof the paperis organizedas follows: In SectionII, we
discusstherequirementsof algorithmsfor fingerprintingintelligence
images. In SectionIII, we review somenecessarybackgroundon
wavelets. Thealgorithmthatmeetstherequirementsis presentedin
SectionIV, andexperimentalresultsaregivenin SectionV to demon-
strateits effectiveness.In SectionVI, we presenttheconclusion.

I I . REQUIREMENTS FOR FINGERPRINTING INTELLIGENCE
IMAGES

Variousalgorithmshave beenproposedto fingerprintdigital data
andimages[3, 4, 5]. However, like many engineeringproblems,fin-
gerprintingis very application-oriented.Beforepresentingour algo-
rithm, we want to discusstherequirementsfor fingerprintingintelli-
genceimages.

Thegoalof our algorithmis to traceandpunishthesourceof the
leak. Most fingerprintingschemesin the literatureare symmetric,
which meansboth theuserandthedistributor have theaccessto the
fingerprinteddata.If anunauthorizedcopy of suchdatais found,one
cannotassignresponsibilityto oneof themwith absolutecertainty
[6]. Although symmetricfingerprintingalgorithmsarevery helpful
for eliminatingpossiblesources,their findingsalonecannotconvict
anybodyin thecourt. Theintelligenceimagesareusuallyvery valu-
able.Onemaybewilling to risk his job to sellacoupleof imagesfor
a largeamountof money. Hence,to preventespionage,thecriminal
justicesystemmustgetinvolved.Becausethesymmetricfingerprint-
ing algorithmscannotprovide enoughevidencefor a conviction, we
needto useanasymmetricfingerprintingalgorithm.

Generallyspeaking,the distribution structureof intelligenceim-
agesis a tree, as shown in Fig. 1. After an intelligenceimageis
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Fig. 1: distribution structure

obtained,knowing who theendusersof theimageareandhow many
copiesareneededis unlikely at thatpoint. However, basedon expe-
rience,it shouldbe easyto decidewhich departmentshouldhave a
copy. As for thedepartments,it shouldbeeasyto decidethedestina-
tion divisionsof theimage.Therefore,by following thetreestructure,
theimagewill reachtheendusersafterseveral levelsof distribution.
At eachdistribution point illustratedby rectanglesin Fig. 1, finger-
prints shouldbe embeddedinto the datato indicatethe destination
pointat thenext level. Therefore,thealgorithmshouldhave theabil-
ity of multi-level fingerprinting.

By examiningthedistribution tree,we canseethatonly theusers
needto keepthe imagesfor a long periodof time. As for thedistri-
bution points,after the fingerprintingprocessis completed,thereis
no needto keepthe unfingerprintedimageany more. Sincethe fin-
gerprintingprocessis performedat a certainlocationduringa short
periodof time, it is feasibleto have the processmonitoredandde-
stroy the unfingerprintedimageimmediatelyafterwards. This will
make the fingerprintingprocessasymmetricbecausethe distributor
can no longer generatea fingerprintedimageand the receivers get
theonly copies. If thepatternof thefingerprintis not randomlyas-
signedby the distributor but is broughtin by the receiver, it will be
impossiblefor thedistributor to framea receiver.

Originally, therearethreekindsof possibleleaksources,thefin-
gerprintingpersonnelillustratedby rectanglesin Fig. 1, the users
illustratedby roundedrectanglesin Fig. 1, andthedelivery person-
nel illustratedby arrows in Fig. 1. Sincewe put restrictionson the
fingerprintingprocess,we caneliminatethefingerprintingpersonnel
asa possibleleak source. To fingerprintan image,at eachlevel, a
distributor askseachof its receiversto submita fingerprintpattern,
registersthe patterns,performsthe fingerprintingprocess,destroys
the unfingerprintedcopy, and distributesthe fingerprintedones. If
anunauthorizedcopy is later found,by extractingandmatchingthe
fingerprints,we cango down thedistribution treeto find thesuspect.
If a fingerprintingpoint (e.g.,Dept. 1) detectsthe fingerprint of a



receiver (e.g.,Div. 1-1), but the receiver doesnot find a fingerprint
matchingtheonesthatit hasonfile, thenwecanconcludethatthede-
liverypersonbetweenthosetwo pointsmusthave madea detourand
is thesuspect.If at thefingerprintingpoint of eachlevel, a matching
fingerprintis found,thenwewill reachoneof theusersat thebottom
of thetree.Thesuspectis theneitherthatuseror thepersonwhode-
liverstheimageto him. If we requirethat theuserretrieveshis own
image,thereis no ambiguityany more,andfinding anunauthorized
copy will guaranteetheconviction of thepersonwhomadeit.

The above fingerprinting systemis asymmetric. However, it
comesat a price. Sincewe destroy all unfingerprintedimagesto
make it asymmetric,wecannotusethemasreferencein thedetection
processasa lot of symmetricalgorithmsin the literaturedo [4, 5].
Moreover, the algorithmmusthave the ability to carry multiple fin-
gerprints.In addition,becausethereceiverknows thefingerprintpat-
tern, the algorithm shouldprovide enoughrandomnessso that the
receiver cannotremove thefingerprint.

Furthermore,we alsohave to addresstheproblemsthatevery fin-
gerprinting/watermarkingalgorithm faces. First, the falsepositive
probability must be extremely small. In other words, if thereis a
probability that a fingerprint can be detectedin an unfingerprinted
image,it mustbevery small. Second,thefingerprintedimagemust
be perceptuallythe sameasthe original image. This will limit the
energy of the fingerprint. Third, the fingerprintingalgorithmmust
berobust. Thefingerprintmustsurvive signalprocessingandhostile
attacks. However, in our application,the intelligenceimages,such
as satellitephotos,usually requirehigh resolution. This will limit
thepossibledistortionintroducedto theimage. In addition,it is un-
likely that therearea lot of leaksources.Therefore,theproblemof
collusionis easierto addresscomparedto someotherapplications.

In summary, thealgorithmshould� beableto detectthefingerprintwithout theoriginal image� beableto carrymultiplefingerprints� preventtheuserfrom removing thefingerprint� have extremelysmallfalsepositive probability� achieve perceptualinvisibility� achieve somerobustness

I I I . BACKGROUND ON WAVELETS

Becauseouralgorithmis basedonwavelets,wereview somenec-
essarybackgroundon waveletsbeforeintroducingthealgorithm.

Theextensive studyin thepasttwo decadeshasmadethewavelet
transforman importanttool in signalanalysis. In digital signaland
imageprocessing,thediscretewavelettransformis closelyrelatedto
filter banks. A typical 2-channeldecompositionandreconstruction
structureis givenin Fig. 2.

As Vetterli andKovacevic statedin [7], therequirementsfor per-
fect reconstruction(i.e., ������ in Fig. 2) are:	�
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Fig. 2: 2-channeldecompositionandreconstructionstructure

Furthermore,if we define @ ����� � ��
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 ����� is the lowpasssynthesisfilter of a 2-

channelorthonormalFIR real-coefficient filter bank. Therefore,we
canrandomlygenerateorthonormalfilter banksby randomlygener-
ating @ J ����� ’s.

In addition, we can control the behavior of the filter bank by
addingcertainconstraintsto the H J - ’s. For instance,if we pick the
filter lengthto besix, then@ ����� � =K� H �����W��� ( � �)� H'X ��� X �Y� ( X �Z� H*[ ��� [ ��� ( [ � &
If we force H �+\ $'& � , then the filters will have large sidelobes.
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As shown in Fig. 3, they will have largesidelobes[8].

Fig. 3: anexampleof filters

IV. ALGORITHM

For thefingerprintingprocess,eachreceiver sendshisfingerprint-
ing informationin theform of awatermark,whichcanbeconsidered
asa randomvector, to his distributor. Thedistributor storesthatwa-
termark. Then, the distributor generatesseveral setsof randomor-
thonormalfilter banksusingthealgorithmdiscussedin theprevious



section.Thesefilter banksareusedto decomposetheunfingerprinted
imageinto differentsubbandsandwill bestoredby thedistributoras
well. Several middle frequency subbandsareselectedto embedthe
watermark.Fig. 4 shows anexampleof selectedsubbands.A differ-
ent setof filter banksis usedfor eachdecomposition.For instance,
tensetsof filter bankswill beusedfor theexampleillustratedby Fig.
4.

To introduce more randomnessinto the embeddingprocess,
we scramble the watermark using the information of the fil-
ters. If we denote the watermark by an j -tap vector kl m npoq m n�r"s�t1u m n�rwvt1u/x/x�x/u m n�r j t3y?z andcreateanother{ -tap vector kl}| oq | r"s�t1u | rwvAt1u/x/xix�u | r { t3y?z

by putting thefirst digits after thedecimal
point of thefirst coefficientsof eachanalysisfilter together, thenwe
cangeneratea vector kl m�~ by doing the following. Startingfrom the
first elementin kl m n , we count

| r"s�t
elementsandassignthe resulting

elementasthefirst elementof kl m ~ , i.e.,
m ~Ar"s�t o%m n�r | r"s�tZ�%s�t

. Then,
we remove the elementthat we just processedfrom kl m n and count| rwvAt

elementsfrom thatpoint, thenassignthiselementasthesecond
elementof kl m ~ . If we consider klm n and kl | to be circular vectorsand
repeattheaboveprocedure,thenafter j steps,kl m ~ will bearearranged
vectorof klm n . Therearrangingprocessis reversibleassumingwe al-
wayshave accessto kl | . When the fingerprintpatternis submitted
by the receiver andthe filter banksaregeneratedby the distributor,
theabove rearrangingprocesswould make theembeddedfingerprint
containsinformationfrom bothparties.

After decomposingtheimageandrearrangingthewatermark,we
canembedthe watermarkinto the image. First, the rearrangedwa-
termarkis scaledby a factorto adjustthe energy andthenaddedto
thewaveletcoefficientsof theselectedsubbandsaccordingto a pre-
determinedscanorder. Second,the synthesisfilters areusedto re-
constructedthe fingerprintedimagefrom the modifiedcoefficients.
In addition,we performroundingandclipping on theresultimageto
makesurethatit hasthesamegray-scalerangeastheunfingerprinted
image.Theblock diagramof theembeddingprocessis givenin Fig.
5.

To determinewhethera fingerprintis presentin a suspectimage,
thefollowing procedureis used.First, thestoredfilter banksareused
to decomposethe suspectimageandthe coefficientsof theselected
subbandsarearrangedto createa testvector. Then,the correlation
betweenthis testvectorandthe rearrangedwatermarkis computed,
which is equivalent to descramblingthe test vectorandcalculating
thecorrelationbetweentheresultandtheoriginal watermark.If the
correlationis larger than a presetthreshold,then the fingerprint is
claimedto be found. Theblock diagramof the detectionprocessis
givenin Fig. 6.

Thethreshold� in thedetectionprocessis an importantparame-

Fig. 4: anexampleof subbands(darksquaresindicatethesubbandsselected

to embedthewatermark)

Based on the image size, select
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original image
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�
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filters, rearrange the watermark
�

Add the rearranged watermark to
the wavelet coefficients in the
�

selected subbands

Use synthesis filters to reconstruct
the image, round and clip the result
�

fingerprinted image

Fig. 5: blockdiagramof theembeddingprocess

ter. It contributesto thefalsepositiveprobability. Therefore,weneed
to evaluatethefalsepositive probabilityasa functionof � .

If we denotethe wavelet coefficients by � and the embedded
watermarkby � , both of which arevectorsof dimensionj , then
the correlationis � o �L� �� � �U� � � � ��� ��� . �� �U� � and

�� ��� � are two

unit vectorsof dimension j . So, the variable � is the inner prod-
uct of two vectorson a unit sphere,and the original datathat pro-
ducean inner productwith

�� ��� � that is larger than � will create

a falsepositive. Without lossof generality, we canrotate
�� ��� � to� sAu9� u9�'u/xix/x�u3�?��z

. Assumingall possible� vectorsareuniformly dis-
tributedon thesphere,thefalsepositive probabilityis thena fraction
betweentwo areas,�F� o��Z�� , where � n

containsall vectorson the
spherewhosefirst elementis greaterthan � and � is theareaof the
wholesphere.Thesurfaceareaof a j -dimensionalsphereof radius

suspect image

Use analysis filters to decompose
the image
�

Compute the correlation of the
coefficients in the selected

subbands and the rearranged
watermark

Thresholding
�

decision

Fig. 6: blockdiagramof thedetectionprocess



� is �a�w��� �%¡Z¢L£ � £'¤Z¥ , where ¢L£��§¦¨�©"ª« £A¬1�®w¯ [9]. Therefore,
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Theexactvalueof theintegral in theabove equationis noteasyto

computewhenthedimension¡ is large.However, weonly interested
in theorderof thefalsepositive probability. If we candevelopupper
and lower boundsfor falsepositive probability asa function of Æ ,
we shouldhave sufficient informationto chooseÆ , which is always
positive andlessthanone.If Ç]�È¶ÉµO¹  , we have

± ¥² ³ ¶ÉµQ¹  · «}Ê ¤IÄ3®Ë¬1 º ¹5�+± ¥�¤ ² ªÌ Ç «}Ê ¤LÄ3®Í¬1Î » ¶WµÃÇ º Ç ¼
Thisequationcanbeboundedasfollows

ÂWÏ"Ð*Ñ ªÒ ÓUÔ Ð'ÕªDÖ Ó ²× Â ¥�¤ ² ªÌ ÓLÔ Ð'Õª�Ø ¥�¤ Ó º Ç× ÂWÏ"Ð*Ñ ªÒ ÓUÔ Ð'ÕªDÖ Ó ¼
andit is easyto seethat
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So, the upper bound for the false positive probability

¾ ¿
isÞ ¨ ÐUÏ « ¥�¤ ² ª ® ¨ ÐUÏª£ Þ ¨ ² andthe lower boundis

Þ ¨ ÐUÏ « ¥�¤ ² ª ® Ù ¨ ÐUÏÛÚª£ Þ ¨ . There-
fore,we canchooseÆ to guaranteethatthefalsepositive probability
is extremelysmall.

V. EXPERIMENTAL RESULTS

The proposedalgorithm is testedon the “lion” image,which is
an8-bit gray-scaleimageof size512by 512. The depthof thedis-
tribution treeis four. In otherwords,four watermarksareaddedto
the image. Thesubbandsillustratedin Fig. 4 areselectedto embed
thefingerprintsandthelengthof thewatermarkis ß?à âá5ã � Î?ä à�å ä .
Thelengthfor theorthonormalfilter banksis six. Eachelementof the
watermarkis a randomvalueuniformly distributedfrom -1 to 1. The
thresholdÆ in the detectionprocessis 0.03,andthe corresponding
upperandlower boundsare æ Å Î ¶ á ¶ ä ¤Iç and

Î Å è ß á ¶ ä ¤�é , respec-
tively.

User 1 User 2 User 3 User 4 User 5

Fig. 7: anexampleof asix-userdistribution tree

(a) theoriginal image

(b) thefingerprintedimageof user1

Fig. 8: theoriginal imageandafingerprintedimage

We simulatea situationwheretherearefive users.Their relation-
shipis shown in Fig. 7. Theoriginal imageandthefingerprintedim-
ageof thefirst useraregivenin Fig. 8. By comparingthetwo images,
wecanconcludethatthefingerprintingalgorithmachievesperceptual
invisibility. The Peak-to-peakSignal-to-NoiseRatio (PSNR)of the
five fingerprintedimagesare listed in Table1, which is compatible
with existing watermarkalgorithmsandfurther indicatesthe invisi-
bility. The correlationvaluesof correctpathsare listed in Table2.
We canseethatall thevaluesarelarger thanthe threshold0.3; also,
the correlationvaluesbetweenmismatcheddetectedandembedded
watermarksarefrom -0.0105to 0.0106,which suggeststhat thefin-
gerprintsaredetectedcorrectlyandthat thealgorithmis suitablefor
tracingtheunauthorizedcopy backto thesource.

Tab. 1: PSNRof fingerprintedimages

UserNo. PSNR(dB)

1 38.87
2 38.91
3 38.90
4 38.87
5 38.89

Then,wetesttherobustnessof ouralgorithm.First,weaddazero
meanGussiannoisewith variance100 to the fingerprintedimages,
which introducesa degradationof roughly 10 dB. The correlation
valuesarelisted in Table3 andprove thatour algorithmis robust to
additive Gaussiannoise.



Tab. 2: Thecorrelationvaluesoncorrecttracingpathsof thefingerprinted

images

UserNo. lvl. 1 lvl. 2 lvl. 3 lvl.4
1 0.087 0.075 0.084 0.084
2 0.087 0.075 0.084 0.076
3 0.086 0.071 0.084 0.069
4 0.087 0.081 0.076 0.071
5 0.087 0.080 0.078 0.078

Second,we testour algorithmon histogramequalizationsinceit
is a commonmethodto improve the visual quality of the images.
The resultsaregiven in Table4 and indicatethe robustnessof our
algorithmto histogramequalization.

Tab. 3: Thecorrelationvaluesoncorrecttracingpathsof thenoisecorrupted

fingerprintedimages

UserNo. lvl. 1 lvl. 2 lvl. 3 lvl.4
1 0.085 0.074 0.082 0.082
2 0.085 0.073 0.082 0.072
3 0.084 0.068 0.079 0.066
4 0.086 0.078 0.072 0.070
5 0.085 0.077 0.074 0.074

Tab. 4: Thecorrelationvaluesoncorrecttracingpathsof thehistogram

equalizedfingerprintedimages

UserNo. lvl. 1 lvl. 2 lvl. 3 lvl.4
1 0.106 0.095 0.103 0.103
2 0.105 0.095 0.103 0.095
3 0.106 0.086 0.098 0.084
4 0.105 0.099 0.095 0.090
5 0.105 0.098 0.099 0.094

Furthermore,we testtherobustnessof our algorithmto compres-
sion. JPEGbaselinecompressionis appliedon thefingerprintedim-
agesat 1.3 bpp and the resultsare listed in Table 5. If the bitrate
increases,thecorrelationvalueswill alsoincrease.Therobustnessof
ouralgorithmto compressionis notasgoodassomealgorithmsin the
literature.However, intelligenceimagesin generaldonotgothrough
lossycompression,andour algorithmdemonstratessomerobustness
whenthecompressionis performedusingarelatively high bit-rate.

Besidesbeing robust to varioussignal processingprocedures,a
goodfingerprintingalgorithmshouldalsosurvivehostileattacks.Al-
thoughthe watermarksin our algorithmareprovided by the users,
they cannotremove thembecausewe scrambleeachoneusing the
informationderived from the filters, which the usersdo not know.
However, they still canusecollusionto attackthefingerprints.For-
tunately, thenumberof imagesusedin a collusionattackonanintel-
ligencefingerprintingsystemis usuallyvery small. Also, sinceour
algorithmusesa long pseudo-noisecodeasa watermark,similar to
the algorithm in [10], the algorithmhassomebuilt-in resilienceto
collusionattacks. We simulatetwo suchattacks. Oneis forgedby
users1 and2, andtheotheris forgedby users4 and5. In eachcase,
theaverageof two imagesis used.Table6 shows thatour algorithm

Tab. 5: Thecorrelationvaluesoncorrecttracingpathsof thecompressed

fingerprintedimages

UserNo. lvl. 1 lvl. 2 lvl. 3 lvl.4
1 0.037 0.033 0.038 0.034
2 0.037 0.032 0.038 0.030
3 0.037 0.031 0.036 0.030
4 0.038 0.036 0.031 0.032
5 0.038 0.035 0.030 0.030

canstill trackthefingerprintscorrectly.

Tab. 6: Theresilienceto collusion

Collusionby usr. 1&2 Collusionby usr. 4&5
Lvl. No. usr1. usr. 2 Lvl. No. usr. 4 usr. 5

1 0.087 0.087 1 0.087 0.087
2 0.075 0.075 2 0.080 0.080
3 0.084 0.084 3 0.035 0.037
4 0.042 0.034 4 0.036 0.040

VI. CONCLUSION

In thispaper, wefirst discusstherequirementsfor afingerprinting
systemfor intelligenceimages. Then,we proposean algorithmto
meettheserequirements.Our experimentalresultsdemonstratethe
effectivenessof thealgorithm.

Although the proposedalgorithmpossessesappealingproperties
suchasasymmetryandmulti-level fingerprinting,its applicationis
limited to intelligenceimagesbecauseof the robustnessissues.For
otherapplications,suchasvideofingerprinting,significantmodifica-
tionsareneeded.
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